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Data Rescue DOS™

A professional data recovery tool from

RecoverSoft™ Media Tools Professional™
Data Rescue DOS™ s one tool from within RecoverSoft™ Media Tools

Professional™, the complete data recovery and computer forensic software suite.
Chapter 1 (one page) gives an overview of Data Rescue DOS™ and RecoverSoft™

Media Tools Professional™.,
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Chapter 1 What can Data Rescue DOS™ do for you?

1.1  Trial Version / Registered Version

The Trial Version of Data Rescue DOS™ rebuilds any FAT or NTFS (DOS™ and Windows™)
file system automatically from hard drives (IDE,SATA) and removable media (USB Devices),
including accidental format and deletion, corrupt or missing file systems, viruses and worms, files
located in slack space from previous formats, and even digital pictures, allowing you to view
which files and folders can be recovered.

The Registered Version, a purchased copy of Data Rescue DOS™, allows you to
—_— recover files and folders to another destination to a local network, hard drives, and
USB Devices.

1.2 What can RecoverSoft™ Media Tools Professional™ do for you?
**Sold Separately from Data Rescue DOS**

The Trial Version of RecoverSoft™ Media Tools Professional™ is sold separately from Data
Rescue DOS and allows you to perform the following functions on any DOS™ and Windows™
drives to see which files and folders can be recovered, before having to purchase the program:

File Recovery Tree™ (shown in this manual as Data Rescue DOS™) — rebuilds any FAT or
NTFS (DOS™ and Windows™) file system automatically from hard drives (IDE,SATA) and
removable media (USB Devices), including accidental format and deletion, corrupt or missing file
systems, viruses and worms, files located in slack space from previous formats, and even digital
pictures, allowing you to view which files and folders can be recovered.

Boot Partition Repair™ — rebuilds any FAT or NTFS (DOS™ and Windows™) boot sector and
partition table automatically from hard drives (IDE,SATA) and removable media (USB Devices),
allowing you to view which files and folders can be repaired.

Media Editor™ — mounts and rebuilds any FAT or NTFS (DOS™ and Windows™) file system
through easy to follow screenshots and directions, allowing you to view which files and folders
can be recovered. (Note: This option is used if Data Rescue DOS™ does not produce the results
you expect).

The Registered Version, a purchased copy of RecoverSoft™ Media Tools Professional™, gives
you all of the trial versions capabilities. Plus, it lets you perform the following operations on any
media type or operating system:

Cycle-Clone™ (including Reverse-Clone™) /Cycle-Image™ — extracts raw data from
mechanically failing drives on any media or operating system, keeping drives out of the clean
room. It also creates an exact sector copy to another media or network for back up protection.

Media Editor™ — In addition to its Try Before You Buy capabilities, Media Editor™ also lets you
View, Look for, Edit, and Report anything within the file system on any media or operating system
much easier than other editors through custom designed editing templates.

Secure Wipe™ — quickly and permanently overwrites every bit on every sector on any media or
operating system to the level the U.S. Department of Defense requires.

The MD5 Hash Mark can be used throughout program for computer forensic cases.
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2.1

Registration

2.1.A. Program Registration

1.

Purchase the program. If you forget where you downloaded the program, press the
<Software Support> button, once the program launches, for purchasing information.

A Serial Number will be issued to you as soon as your order is verified.

Insert the Recoversoft Data Rescue PC CD into CD drive and turn on your computer.
It is self-booting and automatically launches the program.

Upon entering the program, you are prompted to register the program. Press <Alt Y>
or <Enter>.

Once the Registration Window appears, type in the Serial Number sent to the email
submitted during the purchasing process.

Enter the Serial Number in the Registration Window, and press <Enter> to register
the program.

2.1.B. Failing Copies / Lost Copies

Download the appropriate version at http://www.prosofteng.com. If you have lost your Serial
Number, contact Software Support.



http://www.prosofteng.com/

2.2  Software Support

Frequently Asked Questions: www.prosofteng.com > Support button.
Manual: www.prosofteng.com > Support button.

Email: support@prosofteng.com

Telephone: 1-925-426-6306

2.3  Program Developer

Prosoft Engineering, Inc. has acquired all the software assets of ACR Data Recovery, Inc. All new
purchases, updates, upgrades and support are all being handled directly by Prosoft. To learn
about exciting new changes in the software, to purchase, or to obtain support, please visit the
Prosoft website at www.prosofteng.com or call 1.877.4 PROSOFT (1.877.477.6763).

ACR Data Recovery will continue to support All software customers with In-Lab Data Recovery
Services when the scope of the problem is beyond the software's capability. For information
about Data Recovery Services visit www.ACRdatarecovery.com or call 1-800-444-3225.

Phone: 1-925-426-6100
Fax: 1-925-426-6309
Email: support@prosofteng.com

Corporate Website: www.prosofteng.com


http://www.prosofteng.com/
http://www.acrdatarecovery.com/
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3.1 Items Needed to Run Data Rescue DOS™

e Personal Computer (PC)

e Destination media, must be formatted FAT32

o PKZIP™ 4.0 or greater (http://www.pkware.com/products/free eval.html) or WinZip™ 9.0
or greater (http://www.winzip.com) to extract your recovered files and folders.

Work on your original problem media, or on a sector-by-sector

clone/image of the original problem media (see Chapter 5, Cycle-Clone/

Cycle-Image). Almost all software that clones/images does it file-by-file (not
vME.  sector-by-sector), which means it cannot clone/image deleted files, files
which have been overwritten, etc. In other words, you will not be able to
recover your data from a drive that has been cloned/imaged with a file-by-
file clone/image software. Use our sector-by-sector clone (See Chapter 5,
Cycle-Clone™ / Cycle-Image™).

3.2 Desktop Set-up
e Unhook any peripherals not used during the recovery process (Other hard drives

attached to the system, CD-ROM drive, burner, etc.), as these could interfere with the
program. Also, each hard drive must be on a separate IDE channel (not daisy-chained).

3.3 Laptop Set-up

Take the laptop drive out and connect it to a desktop system, as a Slave Drive, using a Laptop
Converter. You can get this converter from http://www.cabledepot.com (1-800-343-4597 toll free
or 1-770-564-2323) for approximately $15 — Part Number: ADP3040I1DE

3.4 Languages

English is the default language for running Data Rescue DOS™ and for viewing files and
directories.


http://www.pkware.com/products/free_eval.html
http://www.winzip.com/
http://www.cabledepot.com/

3.5 Drivers and Converters (lomega ZIP/JAZ, SATA)

3.5.A. lomega™ ZIP/JAZ Drivers

If you have Zip or Jaz drivers, the lomega™ DOS™ “Guest” program must be run prior to running
Data Rescue DOS™. The Guest program can be found on the original floppy diskette that came
with the lomega drive, or you can download this DOS™ program from lomega’s web site
(http://www.iomega.com).

3.5.B. SATA Converter

To recover data from a Serial ATA Drive, you will need to get the Serial ATA-IDE/ATAPI
Converter from http://www.cabledepot.com (1-800-343-4597 toll free or 1-770-564-2323) for
approximately $50.00 — Part Number: SATA-ATAPI



http://www.iomega.com/
http://www.cabledepot.com/

Chapter 4 Running Data Rescue DOS™

Data Rescue DOS™ rebuilds any FAT or NTFS (DOS™ and Windows™) file system
automatically from hard drives (IDE, and SATA) and removable media (USB Devices),
including accidental format and deletion, corrupt or missing file systems, viruses and
worms, files located in slack space from previous formats, and even digital pictures,
allowing you to recover files and folders to another destination to a local network, hard
drives, and USB Devices.

You also have the ability to look for and filter specific files after the file system has been
rebuilt (For more details, see 4.8, Use the Menus to look for and filter specific files).

4.1 Launch the Program / p.11
4.2 Select Drive / p.12
4.3 (File) System Components Search / p.13
4.4 Save Found Components on the Data Rescue DOS™ floppy diskette / p.13
4.5 Select File System to Rebuild / p.14
4.6 Recover Files and Directories to a FAT32 destination drive / p.16
o Directions to format a Destination Drive FAT32
4.7 Restore Files and Directories using WinZip™ or PKZIP™ [/ p.17
4.8 Use the Menus to look for and filter specific files / p.18
A. <Utils> Menu / p.18
B. <Look for> Menu / p.20
C. <File> Menu / p.21
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4.1 Launch the Program

o Note: Unhook any peripherals not used during the recovery process (Other
=—. hard drives attached to the system, CD-ROM drive, burner, etc., as these could
interfere with the program.

1. Insert the Recoversoft Data Rescue PC CD into CD drive, turn on your computer, and let it
self-boot from the CD (Make sure the computer is set to boot from the CD drive).

Having problems launching the program? See Ch 7.1, Problem Launching the
——. Program.

ACR Data Recovery, Inc. 86 :15pn

Media Tools Professiomal

Fl-Help Hedia Tools Professiomal 2883 (25 Drives) Alt—K-Exit
2. Press <Alt C> to continue into the program.

Shortcut: When a RED letter is highlighted within any screen, this indicates a
'g..'_'__"-__ shortcut can be used. For example, if you look at the Data Rescue DOS™
— screen above, notice that the letters A, R, S, and D are in red. Hold down your
<Alt> key and press the <red letter>.

Screen Notes

Continue - Transferred to Select Drive

About - Copyright Information

Registration - Registration Procedures

Software Support - Technical Support, 1-925-426-6306

Data Recovery Services - ACR Data Recovery, 1-770-925-4420
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4.2 Select Drive

ACR Data Recowvery, Inc. 11 :3Ban

Select Drive

— Drive B — Activated Drive Information

+IDE HDD ABA Hodel : HDC AC4284880

<EBIOS HDD 88h Serial Humber : WD-HIGG28869456

— Drive 1 — Firmware Revision: J5B0A3BK

+IDE  HDD A@2

JEBIOS HDD 81h

— Drive 2 — Drive Geonetry

JFDD 1.44M ‘A’ CHS : (39568 ;16 ;63) Total Sectors: 39876488
— Drive 3 — Drive Size: 19.93 GB Sector Size: 512
JFDD 1.44H ‘B’

b K4 Infornation Cancel

Drive is in HWrite Protected Mode - Use <{Spacebar> to change

Fl-Help Media Tools Professional 2883 (25 Drives) Alt—-K-Exit

3. Using your <arrow keys | 1>, select the drive to be recovered, and then press
<Alt O> or <Enter>. Select IDE ...for hard disk drives over EBIOS, if it is recognized.

Write Protected Mode is indicated by a checkmark. To make changes or to write to

%,_ disk, uncheck the appropriate drive by using the <spacebar>.

Drive Access Methods (Advanced explanation): How Data Rescue DOS™ addresses and
communicates with any drive.

IDE DRIVE - communicates with any IDE drive on the system. Data Rescue DOS™ has direct
access and does not rely on the system BIOS to communicate with any media. This means, you
can see the entire capacity of any IDE drive, regardless of whether the system BIOS has the
ability to see the entire drive. The media is displayed as “IDE HDD 000, ...001, ...002, etc..” IDE
HDD 000 always indicates your primary master.

BIOS DRIVE - communicates through the system BIOS with any media on the computer and is
typically unreliable. Most new systems have the ability to handle extended int13 calls. If so, the
media will be displayed as “EBIOS Drive 80h, ...81h, ...82h, etc.” and you will see the entire
capacity of any drive above the 8.4GB barrier of DOS™. Otherwise, it will be displayed as “BIOS
Drive 80h, ...81h, ...82h, etc” and a maximum of 8.4GB will be accessible. Do not use the EBIOS
Access Method when getting read errors with mechanically failing drives.

FLOPPY DRIVE - accesses any floppy drives on the system.
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4.3 (File) System Components Search
Start - <Alt S>, starts the Systems Components Search.

Modify - <Alt M>, allows you to modify the Cylinder, Head, and Sector of the
Starting Position and Finishing Position. <Tab> or use the <Arrow Keys> on the
keyboard to move between the Position fields. When you have finished making
modifications press <Enter>.

Stop - <Alt S>, stops the System Components Search. <Esc> - stops the process at
any time, too.

Exit - <Alt E>, exits the process and redirects you to the Selection Operation
Screen.

Config - <Alt C>, directs you to <Analyze>, <Save>, <Load>, <Show>, or
<Restore> all found components during the Systems Components Search.

ACR Data Recovery, Inc. A8 BAan

Systen Components Search

Drive Hodel ~ Serial Humber

Maxtm 92646U8 ~ MBAGBEFA

Current Position Progress Indicator
Cylinder [234

Head [13
Sector [1 Time Remaining ~ Errors

LBA [236691 15 minutes 43 seconds ~ B
Starting Position Finishing Position IDE HDD Bea

Cylinder C[B Cylinder L[39682 1 Cylinders: 39683
Head [B Head [15 ] Heads : 16

]

1

Sector [1 Sector [63 Sectors : 63
LBA LB LBA [488BH463 Total: 48888464

Possible Found Sustem Conponents
Partition Tables: 1 Boot Sectors: 1 Directories: B
Root Directories: B NIFS File Records: 3 FATs: B

Looking for Sustem Components

Fl-Help Media Tools Professional 2883 (25 Drives) Alt-K-Exit
4. Press <Alt S> to <Start> the System Component Search.

After the System Component Search is complete, the Select File System Screen
automatically appears, showing you the file systems that can be rebuilt on this drive.
If not, which one of these messages appears?
LAY
e Error: No Valid File System Found? Press F1 for Help.
e Warning: Cannot Locate the Root Directory? See Chapter 7.6.

File System not Displayed? See Chapter 7.4.

4.4  Save Found Components to the Destination drive

CAUTION: Save Found Components to a BIN File on another location other

& than your problem drive before rebuilding the file system, so that you do not have
to rescan your media using the System Components Search (See Chapter 10.2,

Save Found Components to the Bin File while working within the program).

13



45 Select File System to Rebuild

Select File System

File System: LBA File Systen Conponents Information
1: NTFS File System (29.38 GB)
B Partition Table — Changed
Boot Sector - Changed
Boot Sector Backup - Created
NTFS Uolume — Found

View Conponents

Press <Enter> to select File 5Systen

5. Press <Alt L> to select the file system in question. Then, press <Alt O>.

Drive Model » Serial Humber

|Haxtur 9284808 ~ WBBGEEFA
Current Position Progress Indicator B8
Cylinder

Head
Sector

683

16

Sector [1 ] Sector [63 1 Sectors: 63
LBA [A 1 LBA [48ARAH4E3 1 Total: 4PPEA464

Possible Found Systen Conponents
Partition Tables: 1 Boot Sector 1 Directories: B
Root Directories: B NTFS File Records: 3 FAIs: B

Information about Found System Conponents

see next page...
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File Look For Utils

RODDT Current $LogFile
Current inventory SHMFT
+inventory Ls5Install SHFTHirr
+LSInstall MHatCD1 $Quota
NatCD1 MHatCD2 sUpCase
HatCD2 MHatCD3 sVo lune
MatCD3 MatCD4 8_db._dnp
HatCDh4 8_dbexp. log
NatCD5 8_dbinp. log
HatCD6 pragefile.sys
+0RANT

+prod

+RECYCLER

Invalid Tine

Use <spacebar> to select ~ unselect directories or files to recover.

Use <Page Down> from any root directory to go to the next set of root directories.

LU Use <Page Down> from any file to go to the next set of files. Use <Tab> and the
— <arrow keys J 1> to move between the directories and files.

Use the Menus to look for and filter specific files: <File>, <Look for>, <Utils>
':ﬂ_f'u:_ allow you to do specific searches, filter files, recover selected files, etc. from the
—

Directory and File Structure Tree (See Ch. 4.7, Use the Menus to look for and filter
specific files).

File Status Explanation:

Excellent - indicates a file that should have a successful recovery. Technically, the file has valid
file chains, and is part of the existing file system.

Good - indicates a file that should have a successful recovery a majority of the time. Technically,
the file may have valid file chains, but is either not part of the existing file system, or has
corruption within the file system.

Possible - indicates a file that could have a successful recovery. Technically, "Possible" and
"Good" are equal. However, a “Possible” file is less likely to be a valid file compared to a "Good"
file, because of possible corruption to the file.

Poor - indicates a file that has a poor chance of recovery. Technically, the file has invalid file
chains.

WHITE - indicates a sub-directory. This does not mean the files in that directory are valid, only
that it is a sub-directory.

YELLOW - indicates a file or directory that has been tagged for recovery.

Important Note: If a folder also has been renamed "Found", the original name no longer exists.
To determine if a file within a folder can be recovered, refer to the color-coding of the file.
Technically, if a folder has been renamed "Found", it has been found during the scan, but is not
part of the existing file system. You may want to rename the folders to their original state after
you have recovered them.

15



4.6 Recover Files and Directories to a FAT32 Destination Drive

Why FAT32 ? You must recover data to a destination drive with a partition formatted
FAT32 (or to a mapped network drive). The reason you must recover your files to a
drive formatted FAT32 is, Data Rescue DOS™ is a DOS™ program (that can work
with multiple file systems). However, DOS™ can only write (recover data) to a FAT
Destination. Once you recover data to a FAT32 Destination Drive, you can easily
transfer it to another file system.

Directions to format the Destination Drive FAT32:
Step 1 — If the Destination Drive is not already attached, press “ALT + X" to exit and
follow Steps 1-3. If it is attached, go directly to Step 6.
Step 2 — Press “ALT + Y” (Save Found Components Ch. 10, if necessary).
WerTE Step 3 — Power off the computer, and then attach the Destination Drive you want to
== format (unless it is already attached).
Step 4 — Turn on the computer again with the Recoversoft Data Rescue PC CD. See
section 3.5. USB Drivers are built into the program.).
Step 5 — Select “Continue”, and choose the Source Drive (the problem drive).
Step 6 — Within the System Components Search screen, press the “Config” button.
Choose “Format Drive” and follow the directions.
Step 7 — After formatting the Destination Drive, you are instructed to turn off the
computer system. Attach the Source Drive (the problem drive) if necessary.
Step 8 — Repeat Step 4, and then continue to Step 9.
Step 9 — Select “Continue”, “Config” button to “Load Saved Components”, “Analyze
Found Components”, and choose the appropriate File System to build a listing of
your files and folders.
Step 10 — Follow the directions below.

6. After the Directory and File Structure Tree is generated, use <Tab> and the <arrow keys
T> to select the directories and files that you want to recover. Highlight “ROOT” if you want to
recover all directories and the files within them. Selected files will turn Yellow. Press the
<spacebar> to activate the desired files.

7. Press <Alt R> to recover files and directories.

ACR Data Recovery, Inc. 8@ :A3an
File Look For Utils

ROOT Recover Selected Files Options
Current
+inventory ath and File Hane
+LSInstall [T:\recover.zip--------- iR) Browse 4|
NatCD1
NatCD2 se Conpression on the fly
NatCD3 ZIP File Compressiom level:[9 1
NatCD4
NatCD5 [ Calculate D5 For Recovered Files
NatCD6
+0RANT ew ZIP File After (MB):[1888 1
+prod
+RECYCLER

Found . 22472
K g Cancel
B5-A9-88 B8 :52an

Use <{spacebar> to select » unselect directories or files to recover.
Fl-Help Hedia Tools Professional 26883 (25 Drives) Alt—K-Exit

8. Press <Alt B> to choose the Destination Drive path.
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NOTE: Press <Alt U> to activate the compression on the fly. Press <Alt L>
to change the compression level and <Alt M> to activate MD5. These
functions are mainly used for Computer Forensics (For details, see Chapter
8.4, MD5 Hash Mark).

weTk
e
o

ACR Data Recovery, Inc. @2 19pm
File Look For Utils
<<< Select File >>>

ile Hame:

Lrecover.zip

Current Path:

Use <{spa

QESaN e

9. Press <Alt D> to select <Drives>. Then, using the <arrow key |> choose a Destination
Drive letter (i.e. A\, B:\, etc).

., TIP: Use <arrow keys> to locate your Destination Drive. Use <Tab> to select a
-~ Destination folder. Press<Enter> on the folder of choice. After the Destination
- point has been determined, press <Alt D> again to highlight the drive location.

- Then, press <Enter>.
10. Press <Alt O> to transfer files from one media to another.

o NOTE: A report will be generated after the files have been transferred. We suggest

=—. yousave this report in case there are any technical support issues.

11. Press <Esc> to return to the Select Operation Screen.

4.7 Restore Files and Directories using WinZip™ 9.0 or PKZIP™ 4.0

To RESTORE or EXTRACT your recovered data to another destination drive (formatted FAT32),
use PKZIP™ 4.0 or greater or WinZip™ 9.0 or greater. Previous versions will create errors:

WinZip™ - (http://www.winzip.com)
PKZIP™ - (http://www.pkware.com/products/free eval.html)

Once PKZIP™ or WinZip™ has been installed, copy every file into a single directory on your hard
drive. Then, unzip these files from this directory (By default, the entire contents of the zip files are
extracted to your hard drive. However, you can choose to extract individual files from the list).

CAUTION: DO NOT restore your recovered data to the root directory, because you
run a high probability of corrupting your hard drive. Extract the data to a temporary
"dummy" folder on your hard drive. This will keep the original directory structure.

CAUTION: Make sure to test the validity of the Zip files from which you are
recovering data, before discarding the Source Drive.

B B
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http://www.winzip.com/
http://www.pkware.com/products/free_eval.html

4.9 Use the Menus to look for and filter specific files:

4.8.A. <Utils> Menu

The <Utils>, or Utilities window provides extra searching power. The most popular functions are
the <Files/Directories Display Filter> and <Recover Selected Files>.

ACR Data Recowvery, Inc. A5 :28pn
File Look For

Files/Directories Information
Files/Directories Display Filter AlLt+D
Recover Selected Files Alt+R
Expand-Contract Directories Alt+E
SLEEIESAEE] Create Structure Report Alt+C
et USR] Show Directory Hap Alt+H
+pyswarch Visit Hedia Editor F18

sluota
sUpCase

sVo lune
_HavCClt .Log
_HavC5rv.Log
AUTOEXEC . BAT
boot . ini
COMFIG.5Y5

Invalid Tine

Files/Directories Information
Fl-Help Media Tools Professional 2883 (25 Drives) Alt—-K-Exit

o Files / Directories Information <Alt I> - Launches a report screen detailing total files
and folders.

o Files / Directories Display Filter <Alt D> - Allows the customer to locate specific types
of files.

e Recover Selected Files <Alt R> - Prompts customer to locate a destination drive to
save information.

e Expand / Contract Directories <Alt E> - Expands all directories.

e Create Structure Report <Alt C> - Creates a structured report of drive information.

e Show Directory Map <Alt M> - Creates a mapping of all files and folders including
condition status.

e Visit Media Editor - <F10> - Opens Media Editor.

Example: <Alt D>: The File/Directories Display filter finds specific files: Good files, Found
Files, Deleted Files, System Files, Invalid Files, etc.

If a file cannot be located, use the filter to show everything [---]. Once you have applied the filters,
press <Alt C> to create a structure report.

Hold down your <Alt> key and press the <red letter>. Then, use the
— <arrow key !> to open the drop. Then, use the <arrow keys { T> to choose
Hide, Only, or [---] which shows everything.

See next page...
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File Look For Utils

ROOT $LogFile
Current i SHET
+inventory SHETHirr
+LSInstall
NatCD1
NatCD2 ood Files
NatCD3 ound Files
NatCD4 = eleted Files
NatCD5 [— ysten Files
NatCD6 [Hide walid Files
+[0RANT [Hide 1M Files Hith Sector 'rrors
+prod ide Empty Directories

+RECYCLER
F K4

Invalid Time

Use <spacebar> to select » unselect directories or files to recover.

Once you have applied the filters, press <Alt C> to create a structure report.

File Look For Utils

ROOT Current sLogFi le

Current inventory SMFT

+inventory SMFTHirr

+LSInstall slluota
NatCD1 slpCase
NatCD2 sUo lune
NatCD3 8_db.dnp
NatCD4 8_dhexp. log
NatCD5 8_dbinp. log

NatCDB6 pagefile.sys
+0RANT
+prod
+RECYCLER

sAttrDef
sBadC lus
5Bitnap
5Boot

Invalid Tine

Use <spacebar> to select - unselect directories or files to recover.

File Status Explanation (Technical explanations are given in section 4.5):

Excellent - indicates a file that should have a successful recovery.
Good - indicates a file that should have a successful recovery a majority of the time.

Possible - indicates a file that could have a successful recovery.

Poor - indicates a file that has a poor chance of recovery.

White - indicates a sub-directory. This does not mean the files in that directory are valid, only that
it is a sub-directory.

Yellow - indicates a file or directory that has been tagged for recovery.

Important Note: If a folder also has been renamed "Found", the original name no longer exists.
To determine if a file within a folder can be recovered, refer to the color-coding of the file.
Technically, if a folder has been renamed "Found", it has been found during the scan, but is not
part of the existing file system. You may want to rename the folders to their original state after
you have recovered them.
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4.8.B. <Look for> Menu:

The <Look For> windows provides the capability to search for specific files such as Microsoft
Word, Excel, Photoshop, or any other type of document.

ook For

ROON Look For File FY Found . 8677
23l Look For Hext  Alt+N Found . 9585
il Select By Mask AlLt+S S$AttrDef

$BadC lus
$Bitmap
+Progran Files pvsuwarch $Boot
+pysuarch i $LogFi le
SHFT
SHFTHirr
$luota
. 267 slpCase
sVUo lune
.5395 _HavCClt.Log
.5488 _HavCSrv.Log
.5531 AUTOEXEC .BAT
.6678 boot . ini
.684 CONFIG.SYS

Invalid Tine

Look For File
FiHelp ~ Hedia Tools Professional 2083 (25 Drives) ~ AlE-X-Exit

e Look For File <F7> - Searches for a file by exact name.

e Select By Mask <Alt S> - Searches for files by using wildcards (read below).

o Look For Next <Alt N> - Continues searching the previous wildcard with a similar name
or extension.

Example: <F7> and <Alt N>: Look For File searches for specific files.

If you cannot find a file, search using a wildcard*. Type the name of the file, followed by an
asterisk, a period and then the file extension with no spaces. For example, if | want to look for a
file called “health....”, but | cannot remember the exact name, | would type *health*.* (Another
method to look for a specific file would be to include the extension as in... health*.doc) Assuming
there is another related file with the title “health...”, | would simply press <Alt N> to search for the
next document that contains the above context.

File Look For LUtils

ROOT Current $LogFi le
Current inventory SHFT
+inventory LSInstall SHFTHirr
+LSInstall MHatCD1 $Quota
HatCD1 Input Filenane Hask £
NatCD2
NatCD3 ile Hame: CAUTO=.BAT
HatCh4 fuse "+" as a wildcard)
NatCDS
HatCD6 O Search In ‘eport Hode
+0RANT
+prod
+RECYCLER

Invalid Tine

Use <spacebar> to select ~ unselect directories or files to recover.

Press <Alt O> or <Enter> to select OK.
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4.8.C. <File> Menu:

The <File> menu allows you to change Timeout Settings, Read Parameters, and Additional
Parameters within the <User Setup> Screen; or to open a <Report File>.

j§l:W Look For Utils

User Setup Ctrl+5 Found .8677
Report Files Ctrl+R Found . 9585
sAttrDef
Close Hindow Exp lorer $BadClus
ram Files $Bitmap
$Boot
+puswarch i $LogFile
+PHLights SHFT
+RECYCLER SHFTHirr
+TEHP $0uota
+H INHT . slipCase
$Vo lune
_HavwCClt .Log
_HavC5rv.Log
AUTOEXEC .BAT
boot . ini
COHFIG.5Y5

Invalid Tine

User Setup

For User Setup instruction see Chapter 8.1, Advanced User Setup Window.
LLLS
e

<File> - Accesses 3 screens:
e User Setup <Ctrl S> - Launches the User Setup window

¢ Report Files <Ctrl R> - Opens reports and .txt file
e Close Window - Redirects to Select File System Screen
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Chapter 5 Save /Load Found Components

51 Save Found Components to a Bin File / p.23

A. Save Found Components while exiting the program / p.23

B. Save Found Components while working within the program / p.24
5.2 Load Found Components from the Bin File / p.26

A. Load Found Components while entering the program / p.26

B. Load Found Components while working within the program / p.27
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5.1 Save Found Components to a BIN FILE

There are 2 ways to Save Found Components to the Bin File: While exiting the
program or while working within the program. If you are trying to Save the Bin File
while working within the program go to 5.1.B., Save Found Components while working
within the program.

WelE
i
e

5.1.A. Save Found Components while exiting the program

1. Exit the program <Alt X>.

2. A Question Box will be invoked: Do you want to quit the program? Press <Enter> or <Alt Y>
for <Yes>.

Question

So you don't have to scan the entire drive again,
(HDC AC428488D ~ WD-HT6628BE9456)
would you like to save all found components

to a file for future use 7

3. Another Question Box will be invoked: Would you like to save all found components to a file
for future use? Press <Alt Y>, so that you do not have to scan the drive again.

Save System Conponents

ile Hame:

4. Name the Bin File. The Bin File naming convention is (FileName.bin).

5. Press <Alt F> to enter a file name. Then, press <Alt O>. (The program will exit).

6. Press <Alt Y> for Yes
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5.1.B. Save Found Components while working within the program

Select File Systen

Partitions: LBA Information

1: 16865 NTFS File System (8.875 GB)
Partition Table - Changed
Boot Sector — Found
Boot Sector Backup - Hot Changed
NTFS Volume — Found

iew Components

Press {Enter> to select File Systen

1. Press <Esc>, and the Systems Components Screen will appear.

Systen Components Search

Drive HModel ~ Serial Humber
|Maxtor 9284808 ~ WBBGEE
Current Position Progress Indicator : P
Cylinder [234
Head [13
Sector [1 Time Renaining ~» Errors
LBA [236691 | 15 ninutes 43 seconds -~ A
Starting Position Finishing Position IDE HDD 888
Cylinder [B Cylinder [39682 Cylinders: 39683
Head [A Head [15 Head: 16

Sector [1 Sector [B3 Sectors : 63
LEA [A LBA [4HBHH463 Total: 4HHHH464

Possible Found System Conmponents
Partition Tables: 1 Boot Sectors: 1 Directories: 8
Root Directories: @ NIFS File Records: 3 FATs: B

Looking for System Components

2. Press <Alt C> to select Config.

Drive Model ~ Serial Humber
Maxtor 92848U8 - WBBEBEFA

Choose Action
Current

Cylinder Fna lyze Found Conponents+d

Head
Sector rrors
LBA B seconds -~ B

Starting IDE HDD Bdd

Cylinder [ Cylinders: 39683
Head L[ Heads : 16
Sector L Sectors: 63
Total: <4HABHH464

Possible Found Syste|

Information about Found System Components

3. Press <Alt S> to select <Save Found Components>.



Save System Conponents

ile Nane:

4. Name the Bin File. The Bin File naming convention is (FileName.bin).
5. Press <Alt F> to enter a file name. Then, press <Alt O>.

6. Press <Alt Y>

Drive Hodel » Serial Humber
Maxtor 926848U8 .~ WBAGBEFA
Choose Action
Current
Cylinder
Head
Sector rr
LEA A seconds ~

Starting IDE HDD B8d
Cylinder [ Cylinders: 39683
Head [ Heads : 16
Sector Sectors: 63
Total: 488BRA464

Information about Found System Components

7. Press <Alt A> to select <Analyze Found Components>.

Select File Systen

Partitions: LBA Infornation

1: 16865 NTFS File System (8.87Y5 GB)
Partition Table - Changed
Boot Sector - Found
Boot Sector Backup - Hot Changed
NIFS Volume - Found

iew Components

Press {Enter> to select File Systen

(Continue working within Data Rescue DOS™, Chapter 4.)



5.2 Load Found Components from the BIN File

There are 2 ways to Load Found Components to the Bin File: While entering the
program or while working within the program. If you are trying to Reload the Bin File
while working within the program go to 5.2.B. Load Found Components while working
within the program.

WelE
i
e

5.2.A Load Found Components while entering the program

Media Tools Professional

b Continue 4

1. Press <Alt C> to continue into the program.

Select Drive

— Drive B — Activated Drive Infornation

+IDE  HDD Ba8 HModel : HDC AC428488D

+EBIDS HDD 88h Serial Humber: HD-HTG62BB69456

— Drive 1 — Firnuware Revision: J5BOA3BK

+IDE  HDD B@2

+EBIDS HDD 81h

— Drive 2 — Drive Geonetry

wFDD 1.444 ‘A’ CHS : (39568 ;16;63) Total Sectors: 39876480
— Drive 3 — Drive Size: 19.93 GB  Sector Size: 512

wFDD 1.444 'B’

Drive is in Hrite Protected Mode - Use <{5Spacebar> to change

1. Using your <up and down arrow keys | 1>, select the drive to be recovered. Then, press
<Alt O> or <Enter>.

Once the System Components Search screen has appeared continue by starting at
Step 2, 5.2.B., Load Found Components while working within the program (Ignore
Step 1 if you have started from 5.2.A. Load Found Components while entering the
program).

WETE
i
e
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5.2.B. Load Found Components while working within the program

Select File Systen

File System: LBA File System Conponents Information
NTFS File System (29.38 GB)
Partition Table - Changed
Boot Sector - Changed
Boot Sector Backup — Created
NTFS Volume - Found

Uiew Components

Press {Enter> to select File Systen

1. Press <Esc> to access the System Components Search screen.

System Components Search

Drive Hodel » Serial Humber
|Maxt 9284 ~ WBBGBEFA

Current Positiom Progress Indicator a:
Cylinder [234

Head [13
Sector [1 Time Remaining ~» Errors
LBA [236691 15 minutes 43 seconds ~ B
Starting Position Finishing Position IDE HDD @8a
Cylinder [A Cylinder [39682 Cylinders : 39683
Head [B Head [15 Heads : 16

Sector [1 Sector [63 Sectors: 63
LBA [A LBA [48BAA463 Total: 488AB464

Possible Found System Conponents
Partition Tables: 1 Boot Sectors: 1
Root Directories: B NTFS File Records: 3

Looking for System Components

2. Press <Alt C> to select Config.

Drive Hodel » Serial Humber
Maxtor 926848U8 .~ WBBGBEFA

Choose Action
Current

Cylinder pinalyze Found Conponentsd|

Head
Sector rrors
LBA B seconds -~ B

Starting IDE HDD 688

Cylinder Cylinders : 39683
Head Heads : 16
Sectors: 63

Total: 488AB464

Information about Found Systen Components

3. Press <Alt L> to select Load Found Components.
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Load System Components

rives:

TEST.BIN

[=.bin

4. Use <Tab> to highlight the Saved BIN File, and then press <Enter>.

Drive HModel ~ Serial Humber
Maxtor 92848U8 ~ WBBEBEFA

Choose Action
Current

Cylinder pnalyze Found Conponentsd|

Head
Sector rrors
LBA A seconds - B
Starting IDE HDD Bed
Cylinder [ Cylinders: 39683
Head [ Heads : 16

Sector [ Sectors : 63
Total: 4HHHH464

Information about Found System Components

5. Press <Alt A> to select Analyze Found Components, and then press <Enter>.

Select File Systen

Partitions: LBA Information

1: 16865 NTFS File System (8.875 GB)
Partition Table — Changed
Boot Sector — Found
Boot Sector Backup - Hot Changed
NTFS Volume — Found

iew Components

Press {Enter> to select File Systen

(Continue working within Data Rescue DOS™, Chapter 4.)



Chapter 6 FAQ (frequently asked questions)
6.1 Does Data Rescue DOS™ recover from viruses? / p.29
6.2 Does Data Rescue DOS™ recognize USB? / p.29

6.3 Does Data Rescue DOS™ recover from RAID? / p.29
6.4 Does Data Rescue DOS™ recover from SATA drives? / p.29

6.1 Does Data Rescue DOS™ recover from viruses?

INVALID DRIVE SPECIFICATION’ or ‘MISSING OPERATING SYSTEM’

YES. If you have one of these error messages when booting your system, a virus has probably
infected the Boot Sector and/or Partition Table, while leaving the rest of your file system intact.
Data Rescue DOS™ will contain the virus so that you can run virus software on it to wipe it out.

6.2 Does Data Rescue DOS™ recognize USB?

YES. When booting the software you can choose to load USB drivers.

6.3 Does Data Rescue DOS™ recover from RAID?

YES. If the full capacity of the RAID appears within the Drive Geometry box below Data Rescue
DOS™ can work. The drive will always appear as BIOS HDD. If the RAID appears as an 8.2GB,

it will not work. Refer to the Data Recovery Services button at the beginning of the program to call
us for further solutions.

ACR Data Recovery, Inc. 11 :3Bam

Select Drive

— Drive B — Activated Drive Information
<+IDE HDD ABA Hodel : HDC AC428488D

<+EBIOS HDD 8d8h Serial Hunber : WD-HTGG28B69456
— Drive 1 — Firmware Revision: J5B0A3BK
+IDE  HDD B82

+EBIODS HDD 81h

— Drive 2 — Drive Geonetry

JFDD 1.44H ‘A’ CHS : (39568 ;16 ;63) Total Sectors: 39876488
— Drive 3 — Drive Size: 19.93 GB Sector Size: 512
JFDD 1.44H ‘B’

0K 4 Infornation Cancel

Drive is in Hrite Protected Mode - Use <{Spacebar> to change

Fl-Help Media Tools Professional 2883 (25 Drives) Alt-XK-Exit

6.4 Does Data Rescue DOS™ recover from SATA drives?

YES. To recover data from a Serial ATA Drive, you will need to get the Serial ATA-IDE/ATAPI
Converter from http://www.cabledepot.com (1-800-343-4597 toll free or 1-770-564-2323) for
approximately $50.00 — Part Number: SATA-ATAPI
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Chapter 7 Problem Solving

7.1 Problem Launching the Program / p.30

7.2 Program Freezes while using it / p.30

7.3 File System not Displayed (in Select File System screen) / p.30
7.4 File cannot be Located / p.30

7.5 Cannot Locate the Root Directory / p.31

7.1 Problem Launching the Program

o If you are recovering a laptop drive, and the program freezes at “Gathering
== _ Registration Information”, then you must use a converter cable to hook the drive up to
- a desktop computer. Picture reference section 3.3 Laptop Set-up.

1. Try using a Windows™ 95/98 boot diskette instead of letting the program boot automatically. At
the DOS™ prompt (A:\), type: DRD(space)-F.

7.2  Program Freezes while using it

If the computer freezes while using one of the functions within the program, reboot the system.
You will automatically be taken back into the program. Then, press <ALT-X> to exit the program
to the DOS™ prompt (A:\). At the DOS™ prompt, type: DRD(space)-F. This will restart the
program in a more conservative manner, which should keep the program from freezing in the
future.

7.3  File System not Displayed (in Select File System screen)

1. At any point within the program, press <Alt X> to Exit. Then, press <Alt Y> to select Yes.

o Make sure you save the found components from the scan to a file on the Data
— Rescue DOS™ floppy diskette, if you have not already done so. See Chapter 5,
" Save/Load Found Components.

2. You should be at a DOS™ prompt (A:\). Type: DRD(space)-P and press <Enter>.

3. Upon entering the program, Load Found Components from the Bin File (See Chapter 5.2.A,
Load Found Components while entering the program).

4. At the Select File System screen, you should see all possible file systems found during the
System Component Search, even the invalid file systems. Choose a file system and then press
<Alt O> to select <OK>.

The color coding system to verify if your files and directories are valid is not
=— applicable for file systems that previously did not appear in the Select File System
Screen, which now do because of using DRD(space)-P.

=
i1
™

7.4  File cannot be Located
Use the Menus to look for and filter specific files within the Data Rescue DOS™ operation (See

Chapter 4.7, Use the Menus to look for and filter specific files). Pay close attention to the
examples given.

30



7.5 Cannot Locate the Root Directory

Drive Hodel ~ Serial Number

Maxtor 98196H8 -~ U8B329LC

Current Position Progress Indicator B
Harning

FAT32 File System (LBA: 63, Size: 9.546 MB - 19.52 GB).
The Program could not positively

locate the Root Directory.
Hould you like to mamually select a2
from a list of possible choices 7 158816

A86528
Possibl
Partition Table: Boot Sectors: 2 Directories: 21

Root Directorie: NIFS File Records: B FATs: 2

Select Action

Scenario 1: If you know that your Root Directory does not exist, then press <No>. The program
will automatically create a Root Directory with the information available. The results will appear as
“Found” within the File and Directory Structure Tree (now, return to Data Rescue DOS™ within
the manual).

Scenario 2: If you are not sure if the Root Directory is intact, then press <Yes>.

Systen Components

Information

19155 Root Directories and Files:

2183745 Root Directory (2166 ;6 ;48 ;LBA=2183745)
2183758 —Hane Ext—Type: Date: Time
2183887 P 2 File B4 :41:
2183614 # % File d B4 :41:
2212326 > % File : B4 :41:
2214824 # 3 File H B4 :41:
2219832 b3 File d B4 :41:
2221728 % File B4 :41:
2226773 % File B4 :41:
2228584 # 3 File H B4 :41:
2234216 P b3 File d B4 :41:
2236249 # % File d B4 :41:
2601681 > 2z File @5 B4 :41 :

Vieu System Component

Then, use the <arrow keys> to move up and down until you find what looks like the Root
Directory. The Root Directory typically contains folders such as Windows, My Documents and
files such as 10.SYS or MSDOS.SYS. Once you have located the Root Directory, press <Alt S>
for <Select> and the program will redirect you to the Select File System window.

Scenario 3: If you could not locate the Root Directory in Scenario 2, then press <Cancel>. The
program will automatically create a Root Directory. The results will appear as “Found” within the
File and Directory Structure Tree (now, return to Data Rescue DOS™ within the manual).
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Chapter 8 Advanced Data Recovery and Computer Forensic Procedures

8.1 Advanced User Set-up Screen - <Ctrl S>/p.32
8.2 RAID Recovery / p.33

8.3 MD5 Hash Mark / p.33

8.4 Compression on the Fly / p.34

8.5 File System Types / p.35

8.1 Advanced User Setup Screen - <Ctrl S>

Mechanically Failing Drives need Reverse-Clone™, a function from within
Q RecoverSoft™ Media Tools Professional™, to extract raw data before the drive
totally fails. (see Chapter 1.2, “What can RecoverSoft™ Media Tools
Professional™do for you?”).

When you are encounter sector read errors, you may need to communicate with the drive through
the User Setup window. Pause the program by pressing <Ctrl S>to change the Timeouts and
Read Parameters within the User Setup window. This helps you to communicate with the drive to
extract data in bad sectors (see notes below).

ACR Data Recovery, Inc. 11 52an
User Setup

Timeouts
IDE Dievices [Read Sectors]l (ms):[1568888 1
SCS1 Devices [Read Sectors]l (ms):[156888 1

Read Parameters
rocess Delay [Read Sectors] (ms):[B-----
ead Retries :[32- -
O last Read Retry Error Control Disabled

Additional Parameters
d Turn Off Save File HWarning In Reports
O lisplay Only FAT And HTFS Partitions

Activate Current Drive (IDE HDD BHA)
Drive is inf 0K«

Fl-Help Hedia Tools Professional 2883 (25 Drives) Alt—X-Exit

Tip: Press <Ctrl S>: at any time, from anywhere in the program, to access this
.= window. This is the Control Center for working with Mechanically Failing media,

“ . 7 meaning you will refer to it often to make changes (such as changing the Timeouts
variables or the Read Parameters).

Shortcut: When a RED letter is highlighted within any screen, this indicates a
it shortcut can be used. For example, if you look at the Data Rescue DOS™
screen above, notice that the letters A, R, S, and D are in red. Hold down your
<Alt> key and press the <red letter>.

Drive Access Methods (Advanced explanation): How Data Rescue DOS™ addresses and
communicates with any drive (see Ch.4.2, Select Drive for details).
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Timeouts and Read Parameters

Increasing the Timeouts variable is sometimes the only change needed to communicate with the
drive effectively. Increase the IDE Devices at 250,000ms. If this does not work, the next step
would be to change the Process Delay within Read Parameters.

Changing the Read Parameters is another method to effectively communicate with the drive.
Increase the Process Delay at 50ms. If this does not read the drive, increase the Process Delay
to 100ms. If you can read the drive, every few minutes accelerate the process by decreasing the
Process Delay in increments of 5ms. This gives you the greatest control combined with maximum
speed in cloning your data. If you cannot read the drive, the next step would be to change the
Read Retries within Read Parameters.

Changing the Read Retries within Read Parameters gives the program more chances to read
the damaged sector before moving on to the next sector. Increase the Read Retries to 50. If you
cannot be read the drive, decrease the Read Retries to 0. This is called Skip Mode, meaning the
program will not attempt any Read Retries.

8.2 RAID Recovery

If the full capacity of the RAID appears within the Drive Geometry box below Data Rescue DOS™
can work. The drive will always appear as BIOS HDD. If the RAID appears as a 8.2GB it will not
work. Refer to the Data Recovery Services button at the beginning of the program call us for
further options.

ACR Data Recowvery, Inc. 11 :3Ban

Select Drive

— Drive B — Activated Drive Information

+IDE HDD A8A Hodel : HDC AC4284880

<EBIOS HDD 88h Serial Humber : WD-HIGG28869456

— Drive 1 — Firmware Revision: J5B0A3BK

+IDE  HDD A@2

JEBIOS HDD 81h

— Drive 2 — Drive Geonetry

JFDD 1.44M ‘A’ CHS : (39568 ;16 ;63) Total Sectors: 39876488
— Drive 3 — Drive Size: 19.93 GB Sector Size: 512
JFDD 1.44H ‘B’

b K4 Infornation Cancel

Drive is in HWrite Protected Mode - Use <{Spacebar> to change

Fl-Help Media Tools Professional 2883 (25 Drives) Alt—-K-Exit

8.3 MD5 Hash Mark (Message Digest 5)

Most all processes that are performed in the program create a report automatically. Each report
records a MD5 fingerprint.

Developed in 1994 by Professor Ronald L. Rivest of MIT, MD5 (Message Digest 5) is a one-way
hash algorithm that takes any length of binary data and produces a 128 bit "fingerprint" or
"message digest". This fingerprint is "non-reversible". In other words, it is impossible to compute
the binary data based on the fingerprint. This means someone cannot figure out your data based
on its MD5 fingerprint. Every time you run the MD5 hash algorithm on the binary data, you should
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get the exact same fingerprint. If you get a different fingerprint, then the binary data has been
changed.

MDS5 is an industry standard in the world of forensics. As an example, it is imperative that any
copy (Clone) of the media is identical to the original media. The program records the MD5
fingerprint in a report, and enables you to compare the fingerprint against any copy of the original

media to show that it is an exact copy. To date, the MD5 standard has not been cracked and is
accepted in our legal system as a valid authentication process.

8.4 Compression on the Fly
Compression on the Fly is used in two different formats:

1. To compress files to be recovered in ZIP format.

File Look For Utils

ROOT Recover Selected Files Options
Current
+inventory ath and File Hame
+LSInstall LT :\recover.zip 18 Browse 4
NatCD1
NatCD2 se Conpression on the fly
NatCD3 ZIP File Compression level:[9 1]
NatCD4
NatCD5 [ Calculate /D5 For Recovered Files
NatCD6
+0RANT ew ZIP File After (HMB):[1888 1
+prod
+RECYCLER
Found . 22472

Use <spacebar> to select ~ unselect directories or files to recover.

2. To compress or uncompress an Image when using the Cycle-Image operation within
RecoverSoft™ Media Tools Professional™ (See Chapter 1.2, “What can RecoverSoft™ Media
Tools Professional™do for you?”).

Drive Hodel ~ Serial Humber
Create Image File Options
ath and File Hame
LT :\test.v808

se Compression on the fly s
conds ~ B

olune File Size (MB):[2897 1
IDE HDD B8d

Cylinders: 39683
Heads : 16
Sectors : 63
Total: 48808464

Destination Fil
| T:~test.vBB

Select Destination File
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8.5

File System Types

Hex Value Type Description

00h Unused Empty

01lh FAT 12 DOS 12-bit FAT

02h XenixR XENIX /

03h XenixU XENIX /usr

04h FAT 16 DOS 16-bit FAT <32M

05h Extend DOS Extended

06h BigDOS DOS 16-bit FAT >=32M
07h NTFS HPFS / NTFS

08h AlXbt AIX boot or SplitDrive

09h AlXdt AIX data or Coherent

Oah 0S/2BM 0S/2 Boot Manager

Obh FAT32 Win95 FAT32

Och FAT32X Win95 FAT32 (LBA)

Oeh FAT16X Win95 FAT16 (LBA)

Ofh Win95X Win95 Extended (LBA)

10h OPUS OPUS

11h FAT12h Hidden DOS FAT12

12h Compaq Compaq diagnostics

14h FAT16h Hidden DOS FAT16

16h FAT16h Hidden DOS FAT16 (big)
17h NTFSh Hidden HPFS/NTFS

18h AstWin AST Windows swapfile

24h NecDOS NEC DOS

3ch PQrcv PartitionMagic recovery
40h Venix Venix 80286

41h DR_Mnx Linux/MINIX (sharing disk with DRDOS)
42h DR_SFS SFS or Linux swap (sharing disk with DRDOS)
43h DR_Lin Linux native (sharing disk with DRDOS)
50h DskMng DM (disk manager)

51h NvI1 DM6 Auxl (or Novell)

52h CP/IM CP/M or Microport SysV/IAT
53h DMAux3 DM6 Aux3

54h DM6 DM6

55h EzDrv EZ-Drive (disk manager)
56h GldnBw Golden Bow (disk manager)
5ch Priam Priam Edisk (disk manager)
61h SpdStr SpeedStor

61h HURD GNU HURD or Mach or Sys V/386 (such as ISC UNIX)
61h DSKSec DiskSecure Multi-Boot

64h NvI286 Novell Netware 286

65h NvI386 Novell Netware 386

75h PC/IX PC/IX

77h QNX4.x QNX4.x

78h QNX4x2 QNX4.x 2nd part

79h QNX4x3 QNX4.x 3rd part

80h Mnx14a MINIX until 1.4a

81h MnxOld MINIX / old Linux

82h LinSwp Linux swap

83h Linux Linux native

84h 0S/2h 0S/2 hidden C: drive

85h LinExt Linux extended

86h NTFSv NTFS volume set

87h NTFSV NTFS volume set
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Hex Value Type Description (Continued)

93h Ameoba Amoeba

94h AmbBBT Amoeba BBT

a0Oh IBMPad IBM Thinkpad hibernation

a5h BSD386 BSD/386

a6h OpnBSD OpenBSD

a7h NeXT NeXTSTEP 486

b7h BSDI BSDI fs

b8h BSDIsw BSDI swap

clh DRDOS1 DRDOS/sec (FAT-12)

cdh DRDOS2 DRDOS/sec (FAT-16, < 32M)

c6h DRDOS3 DRDOS/sec (FAT-16, >= 32M)

c7h Syrinx Syrinx

dbh CP/IM CP/M or Concurrent CP/M or Concurrent DOS or CTOS
elh SpdStr DOS access or SpeedStor 12-bit FAT extended patrtition
e3h DOS RO DOS R/O or SpeedStor

edh SpdS16 SpeedStor 16-bit FAT extended partition < 1024 cyl.
Ebh BeOS BeOS fs

flh SpdStr SpeedStor

f2h DOS3.3 DOS 3.3+ secondary

f4h SpdStr SpeedStor large partition

feh SpdStr SpeedStor >1024 cyl. or LANstep

ffh XnxBBT Xenix Bad Block Table
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Data Rescue DOS™ License Agreement

READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY
BEFORE RUNNING THE COMPUTER SOFTWARE HEREIN, AND THE ACCOMPANYING
USER DOCUMENTATION (THE "PROGRAM"). THE PROGRAM IS COPYRIGHTED AND
LICENSED (NOT SOLD). BY RUNNING THE PROGRAM, YOU ARE ACCEPTING AND
AGREEING TO THE TERMS OF THIS LICENSE AGREEMENT. IF YOU ARE NOT WILLING TO
BE BOUND BY THE TERMS OF THIS LICENSE AGREEMENT, YOU SHOULD PROMPTLY
DELETE THE SOFTWARE AND ACCOMPANYING FILES. THIS LICENSE AGREEMENT
REPRESENTS THE ENTIRE AGREEMENT CONCERNING THE PROGRAM BETWEEN YOU
AND PROSOFT ENGINEERING, INC. (REFERRED TO AS "LICENSOR"), AND IT
SUPERSEDES ANY PRIOR PROPOSAL, REPRESENTATION, OR UNDERSTANDING
BETWEEN THE PARTIES.

1. License Grant. Licensor hereby grants to you, and you accept, a nonexclusive license
to use the Program Diskettes and the computer programs contained therein in machine-readable,
object code form only (collectively referred to as the "Software"), and the accompanying User
Documentation, only as authorized in this License Agreement. You agree that you may not
reverse assemble, reverse compile, or otherwise translate the Software.

2. Licensor's Rights. You acknowledge and agree that the Software and the User's
Manual are proprietary products of Licensor protected under U.S. and International copyright law.
You further acknowledge and agree that all right, title, and interest in and to the Program,
including associated intellectual property rights, are and shall remain with Licensor. This License
Agreement does not convey to you an interest in or to the Program, but only a limited right of use
revocable in accordance with the terms of this License Agreement.

3. License Fees. The license fees paid by you are paid in consideration of the licenses
granted under this License Agreement. If you received the software for demonstration purposes
and/or no fee was charged, this in no way effects the terms of this agreement.

4. Term. This License Agreement is effective upon your receiving the software, either on
disk or by electronic transfer of any type and shall continue until all copies of the software have
been returned to Licensor. You may terminate this License Agreement at any time by returning
the Program and all copies thereof and extracts therefrom. Licensor may terminate this License
Agreement upon the breach by you of any term hereof. Upon such termination by Licensor, you
agree to return to Licensor the Program and all copies and portions thereof.

5. No Warranty. The software is supplied without any warranty. THE PROGRAM, AND
THE SOFTWARE CONTAINED THEREIN, ARE LICENSED "AS IS," AND LICENSOR
DISCLAIMS ANY AND ALL OTHER WARRANTIES, WHETHER EXPRESS OR IMPLIED,
INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE.

6. Limitation of Liability. Licensor's cumulative liability to you or any other party for any
loss or damages resulting from any claims, demands, or actions arising out of or relating to this
Agreement shall not exceed the license fee paid to Licensor for the use of the Program. In no
event shall Licensor be liable for any indirect, incidental, consequential, special, or exemplary
damages or lost profits, even if Licensor has been advised of the possibility of such damages.
SOME STATES DO NOT ALLOW THE LIMITATION OR EXCLUSION OF LIABILITY FOR
INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION OR
EXCLUSION MAY NOT APPLY TO YOU.

7. Trademark. Data Rescue DOS™ is a registered trademark of Licensor. No right,

license, or interest to such trademark is granted hereunder, and you agree that no such right,
license, or interest shall be asserted by you with respect to such trademark.
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8. Governing Law. This License Agreement shall be construed and governed in
accordance with the laws of the State of CALIFORNIA USA.

9. Costs of Litigation. If any action is brought by either party to this License Agreement
against the other party regarding the subject matter hereof, the prevailing party shall be entitled to
recover, in addition to any other relief granted, reasonable attorney fees and expenses of
litigation.

10. Severability. Should any term of this License Agreement be declared void or
unenforceable by any court of competent jurisdiction, such declaration shall have no effect on the
remaining terms hereof.

11. No Waiver. The failure of either party to enforce any rights granted hereunder or to
take action against the other party in the event of any breach hereunder shall not be deemed a
waiver by that party as to subsequent enforcement of rights or subsequent actions in the event of
future breaches.

© 2005 - Prosoft Engineering, Inc.

© 2002 — 2005 ACR Data Recovery, Inc.

© 2000 — 2001 ACR Data Recovery Software, Inc.
© 1994 — 1999 Atlanta Computer Resources, Inc.
All rights reserved.
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Software Warranty, Guarantee and Discount Coupon

Data Rescue DOS™™ Warranty

Data Rescue DOS™ warranty covers workmanship and defects in material. The Data Rescue
DOS™ license is a technical license that is bound to the floppy diskette once the software has
been registered and unlocked. Please label the disk and keep it in a safe place.

Data Rescue DOS™ Guarantee and Discount Coupon

Prosoft Engineering, Inc. guarantees that Data Rescue DOS™ will perform as stated. If Data
Rescue DOS™ is not able to assist in recovering your data, then ACR Data Recovery will
discount $100 U.S. / 100 Euros / 10,000 Yen for In-Lab Data Recovery Services (This coupon

must provide proof of purchase.

ACR Data Recovery Services

To receive a quote for Data Recovery Services, contact us at the location nearest you.
*North America

Phone: 1-770-925-4420

Email: services@ACRdatarecovery.com
Websites:
http://www.ACRdatarecovery.com
http://www.atl-datarecovery.com
http://www.data-recovery-software.com

*Europe

-Germany

Phone: +49 (0)511 220 5178

Email: services@ACRdatarecovery.de
Website: http://www.ACRdatarecovery.de

-Switzerland

Phone: +41 (0)61 721 9133

Email: services@ACRdatarecovery.ch
Website: http://www.ACRdatarecovery.ch

does not apply to Upgrades. This coupon also cannot be used with any discount offers). Coupon
will be honored once, up to one year from the original purchase date, per registered user. User

Name:

Organization:

Address:

City:

State/Province:

Zip/Postal Code:

Country:

Phone:

Fax:

Email:
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